
International Journal of Engineering Science  and Computing, March 2017         5057                                                                http://ijesc.org/ 

          
ISSN XXXX XXXX © 2017 IJESC                                                                                                   

                                                       
 

 

A Review on Image Based Graphical User Authentication 
Sneha S. Daf

1
, Trupti M.  Mhaiskey

2
, Ankita A. Hadke

3
, Shrut i K.. Khadke

4
, Ravindra N. Jogekar

5
 

BE Student
1, 2, 3, 4

, Assistant Professor
5
 

 Department of Computer Science & Engineering 

 Priyadarshini J.L. College of Engineering  

 

Abstract: 

The most widely recognized PC authentication technique is to utilize alphanumerical usernames and passwords. This strategy has 

been appeared to have noteworthy disadvantages. For instance, clients tend to pick passwords that can be effectively speculat ed. 

Then again, if a watchword is difficult to figure, then it is regularly difficult to recollect. To address this issue, a few specialists 

have created authentication techniques that utilizat ion pictures as passwords. In this paper, we lead a far reach ing review o f the 

current graphical secret key methods. We characterize these procedures into two classes: acknowledgment based and review 

based methodologies. We talk about the qualities and restrict ions of every technique and bring up the future research headings 

around there. We additionally attempt to answer two v ital inquiries: "Are graphical passwords as secure as content based 

passwords?"; "What are the real outline and usage issues for graphical passwords?" This review will be valuable for data secu rity 

specialists and professionals who are occupied with finding a contrasting option to content based authentication strategies.  
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I. INTRODUCTION 

 

Human components are regularly  viewed  as the weakest 

connection in a PC security framework. Patrick, et al. [1] call 

attention to that there are three noteworthy ranges where 

human PC connection is imperative: authentication, security 

operations, and creating secure frameworks. Here we 

concentrate on the authentication issue. The most widely  

recognized PC authentication technique is for a client to 

present a client name and a content secret word. The 

vulnerabilities of this strategy have been notable. One of the 

fundamental issues is the trouble of recollecting passwords. 

Thinks about have demonstrated that clients tend to pick short 

passwords or passwords that are anything but difficult to 

recollect  [2]. Sadly, these passwords can likewise                    

be effectively speculated or broken. As per a current 

Computerworld news art icle, the security group at a substantial 

organization ran a system watchword salt ine and inside 30 

seconds, they distinguished around 80% of the passwords [3]. 

Then again, passwords that are difficult  to figure or b reak are 

regularly  difficult to recall. Thinks about demonstrated that 

since client can just recollect a set number of passwords; they 

have a tendency to record them or will utilize similar 

passwords for various records [4, 5]. To address the issues with 

conventional username secret key authentication, elective 

authentication techniques, for example, biometrics [3, 7], has 

been utilized. In  this paper, notwithstanding, we will 

concentrate on another option: utilizing pictures as passwords. 

Graphical watchword p lans have been proposed as a 

conceivable other option to content based plans, inspired in 

part by the way that people can recollect pictures superior to 

content; mental reviews backings such supposition [8]. 

Pictures are for the most part less demanding to be recollected 

or perceived than content. Likewise, if the quantity of 

conceivable pictures is adequately expansive, the conceivable 

watchword space of a graphical secret word plan may surpass 

that of content based plans and in this way probably offer 

better imperv iousness to lexicon assaults. In view of these 

(assumed) focal points, there is a developing enthusiasm for 

graphical secret word. Notwithstanding workstation and web 

sign in applications, graphical passwords have additionally  

been connected to ATM machines and cell phones. In this 

paper, we lead a far reaching study of the current graphical 

secret key methods. We will talk about the qualit ies and 

constraints of every strategy and furthermore call attention to 

future research bearings here. In d irecting this review, we need 

to answer the accompanying inquiries:  

 Are graphical passwords as secure as content passwords?  

 What are the real plan and execution issues for graphical 

passwords?  

This paper will be especially valuable for analysts who are  

occupied with growing new graphical secret word calculations 

and also industry professionals who are keen on sending 

graphical watchword systems. 

 

II. AUTHENTICATION METHODS 

 

Current authentication methods can be categorised into three 

main areas: 

 Token based authentication 

 Biometric based authentication 

 Knowledge based authentication 

Token based systems, for example, scratch cards, bank cards 

and shrewd cards are generally utilized. Numerous token-based 

authentication frameworks likewise utilize learn ing based 

systems to improve security. For instance, ATM cards are by 

and large utilized together with a PIN number. Biometric based 

authentication procedures, for example,  fingerprints, iris sweep, 

or facial acknowledgment, are not yet generally received. The 

significant downside of this approach is that such frameworks 

can be costly, and the recognizable proof p rocess can be 

moderate and frequently untrustworthy. In any case, this kind 

of system gives the most abnormal amount of security.  

Information based methods are the most broadly utilized  

authentication systems and incorporate both content based and 

picture-based passwords. The photo based strategies can be 

further partitioned into two classifications:  

 Recognition-based graphical procedures  

 Recall-based graphical procedures  
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Utilizing acknowledgment based procedures, a client is given 

an arrangement of p ictures and the client passes the 

authentication by perceiving and recognizing the pictures he or 

she chose amid the enro lment organize. Utilizing review based 

systems, a client is made a request to repeat something that he 

or she made or chose before amid the enlistment organize.  

 

III. RELATED WORK 

 
A. Recognition Based Techniques 

Dhamija and Perrig [4] proposed a graphical authentication 

conspire in v iew of the Hash Visualization procedure [9]. In  

their framework, the client is solicited to choose a specific 

number from pictures from an arrangement of irregular 

pictures produced by a program (figure 1). Afterward, the 

client will be required to d istinguish the preselected pictures 

with a specific end goal to be validated. The outcomes 

demonstrated that 90% of all members prevailing in  the 

authentication utilizing this strategy, while just 70% succeeded 

utilizing content based passwords and PINS. The normal sign 

in time, be that as it may, is longer than the customary  

approach. A shortcoming of this framework is that the server 

needs to store the seeds of the portfolio p ictures of every client 

in plain content. Additionally, the way toward  choosing an 

arrangement of pictures from the photo database can be 

repetitive and tedious for the client. Akula and Devisetty's 

calculation [10] is like the system proposed by Dhamija and 

Perrig [4]. The d istinction is that by utilizing hash work SHA-1,  

which creates a 20 byte yield, the authentication is secure and 

require less memory. The creators recommended a conceivable 

future change by giving tireless stockpiling and this could be 

sent on the Internet, phones and PDA's.  

 

 
Figure.1. Random pictures utilized by Dhamija and Perrig 

 

Weinshall and Kirkpatrick [11] outlined a few authentication 

plans, for example, picture acknowledgment, protest 

acknowledgment, and pseudo word acknowledgment, and led 

various client contemplates. In the photo acknowledgment 

consider, a client is prepared to perceive a vast arrangement of 

pictures (100 – 200 pictures) chose from a database of 20,000 

pictures. Following one to three months, clients in their review 

could perceive more than 90% of the pictures in the 

preparation set. This review demonstrated that photos are the 

best among the three plans tried. Pseudo codes can likewise be 

utilized, yet require legit imate setting and preparing. Sobrado 

and Birget [12] built  up a g raphical watchword  method those 

arrangements with the shoulder surfing issue. In the primary  

plan, the framework will show various pass -objects (pre-

chosen by client) among numerous different art icles. To be 

confirmed, a client needs to perceive pass -protests and snap 

inside the raised body shaped by all the pass -objects. Keeping 

in mind the end goal to make the watchword d ifficult  to figure, 

Sobrado and Birget recommended utilizing 1000 art icles, 

which makes the show ext remely swarmed and the items 

practically undefined, yet utilizing less protests may prompt to 

a littler secret word space, since the subsequent arched 

structure can be vast. In their second calculation, a client 

moves an edge (and the items inside it) until the pass protest on 

the edge lines up with the other two pass objects. We likewise 

propose rehashing the procedure a couple of more 

circumstances to limit the probability of signing in by 

haphazardly clicking or turning. The principle disadvantage of 

these calculations is that the sign in process can be moderate.  

Man, et al. [14] proposed another shoulder-surfing safe 

calculation. In this calculation, a client chooses various 

pictures as pass-items. Each  pass-question has a few variations 

and every variation is relegated a special code. Amid  

authentication, the client is tested with a few scenes. Every 

scene contains a few pass-questions (each as a haphazardly 

picked variation) and many imitation items. The client needs to 

sort in a string with the remarkab le codes comparing to  the 

pass-question variations introduce in the scene and also a code 

showing the relative area of the pass objects in reference to a 

couple of eyes. The contention is that it is difficu lt to break this 

sort of secret key regardless of the possibility that the entire 

authentication process is recorded on video since where is no 

mouse snap to give away the pass-question data. Be that as it  

may, this technique still obliges clients to remember the 

alphanumeric code for each pass-protest variation. Hong, et al. 

[13] later extended this way to deal with permit the client to 

appoint their own particular codes to pass-protest variations. 

Nonetheless, this strategy still strengths the client to  retain  

numerous content strings and thusly experience the ill effects 

of the numerous downsides of content based passwords. 

"Passface" is a procedure created by Real User Corporat ion 

[15]. The fundamental thought is as per the following. The 

client will be solicited to pick four pictures from human 

appearances from a face database as their future secret word. In  

the authentication organize, the client sees a framework of nine 

confronts, comprising of one face beforehand picked by the 

client and eight fake confronts (figure 2). The client perceives 

and clicks anyplace on the known face. This technique is 

rehashed for a few rounds. The client is confirmed on the off 

chance that he/she accurately distinguishes the four 

appearances. The procedure depends on the suspicion that 

individuals can review human appearances less demanding 

than different p ictures. Client considers by Valentine [16, 17] 

have demonstrated that Passfaces are exceptionally important 

over long interims.  

 

 
Figure.2. Example of Passfaces 
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Near reviews directed by Brostoff and Sasse [18]  

demonstrated that Passfaces had just 33% of the login  

disappointment rate of content based passwords, regardless of 

having about a third the recurrence of utilizat ion. 

 

Their review addit ionally demonstrated that the Passface-based 

login handle took longer than content passwords and in this 

manner was utilized less much of the time by clients. However 

the viability of this strategy is as yet questionable. Davis, et al. 

[19] concentrated the graphical passwords made utilizing the 

Passface strategy and discovered evident examples among 

these passwords. For instance, most clients have a tendency to 

pick countenances of individuals from a similar race. Th is 

makes the Passface watchword fairly unsurprising. This issue 

might be lightened by discretionarily appointing appearances 

to clients, yet doing as such would make it hard for indiv iduals 

to recollect the secret word. Jansen et al. [20-22] proposed a 

graphical secret word component for cell phones. Amid the 

enrolment organize, a client chooses a subject (e.g. ocean, 

feline, and so forth.) which comprises of thumbnail 

photographs and after that registers a grouping of pictures as a 

secret key. Amid the authentication, the client must enter the 

enlisted pictures in the right succession. One downside of this 

strategy is that since the quantity of thumbnail pictures is 

restricted to 30, the secret key space is little. Every thumbnail 

picture is appointed a numerical esteem, and the succession of 

determination will create a numerical secret key. The outcome 

demonstrated that the picture succession length was for the 

most part shorter than the textural secret word length. To 

address this issue, two pictures can be joined to form another 

letter set component, accordingly growing the picture letter set 

size. Takada and Koike examined a comparative graphical 

secret key method for cell phones. This system permits clients 

to utilize their most loved picture for authentication [23]. The 

clients first enroll their most loved pictures (pass -pictures) with 

the server. Amid authentication, a client needs to experience a 

few rounds of confirmat ion. At each round, the client either 

chooses a pass-picture among a few imitat ion pictures or picks 

nothing if no pass-picture is availab le. The program would  

approve a client just if all checks are effective. Permitt ing 

clients to enlist their own pictures makes it less demanding for 

client to reco llect their pass-pictures. A notice system is 

additionally actualized to advise clients when new pictures are 

enrolled keeping in  mind the end goal to forestall unapproved 

picture enlistment. This technique does not really make it a  

more secure authentication strategy than content based 

passwords. As appeared in the reviews by Davis [19], clients' 

decisions of picture passwords are frequently unsurprising. 

Permitting clients to utilize their own photos would make the 

watchword significantly more unsurprising, particular ly if the 

assailant knows about the client. 

 
B. Recall Based Techniques 

Jermyn, et al. [24] proposed a procedure, called "Draw - a - 

mystery (DAS)", which permits the client to draw their special 

secret key (figure 3). A client is made a request to draw a 

straightforward picture on a 2D framework. The d irect ions of 

the lattices involved by the photo are put away in the request of 

the drawing. Amid authentication, the client is asked to re-

draw the photo. On the o ff chance that the drawing touches 

similar matrices in a similar grouping, then the client is 

verified. Jermyn, et al. recommended that given sensible length 

passwords in a 5 X 5 matrix, the full secret word  space of DAS 

is bigger than that of the full content watchword space.  

 
Figure.3. Draw-a-Secret (DAS) 

 

Thorpe and van Oorschot [25] broke down the huge secret key  

space of the graphical watchword conspire by Jermyn et al. 

[24]. They  presented the idea of g raphical word references and 

concentrated the likelihood of a savage drive assault utilizing 

such lexicons. They characterized a length parameter for the 

DAS sort graphical passwords and demonstrated that DAS 

passwords of length 8 or b igger on a 5 x 5 framework might be 

less vulnerable to word reference assault than printed 

passwords. They likewise demonstrated that the space of 

mirror symmetric graphical passwords is altogether littler than 

the full DAS watchword space. Since ind ividuals review 

symmetric p ictures superior to anything lopsided pictures, it is 

normal that a huge portion of clients will p ick reflect  

symmetric passwords. Assuming this is the case, then the 

security of the DAS plan might be generously lower than 

initially accepted. This issue can be settled by utilizing longer 

passwords. Thorpe and van Oorschot demonstrated that the 

measure of the space of mirro r symmetric passwords of length 

about L + 5 surpasses that of the full secret word space for 

relating length L <= 14 on a 5 x 5 lattice. Thorpe and van 

Oorschot [26] additionally concentrated the effect of secret key  

length and stroke-consider a many-sided quality property of 

the DAS conspires. Their review demonstrated that stroke-tally  

has the biggest effect on the DAS secret key  space - The 

measure of DAS watchword space diminishes altogether with 

fewer strokes for a settled secret word length. The length of a 

DAS secret key addit ionally has a critical effect yet the effect  

is not as solid as the stroke-check. To enhance the security, 

Thorpe and van Oorschot proposed a "Lattice Selection" 

procedure. The determination matrix is an at first substantial, 

fine grained network from which the client chooses a drawing 

framework, a rectangular area to zoom in  on, in  which they 

may enter their secret word (figure 7). This would altogether 

build the DAS secret key space. Goldberg et al. [27] did a 

client consider in which they utilized a method called  

"Passdoodle". This is a graphical watchword involved 

transcribed plans or content, typically drawn with a stylus onto 

a touch delicate screen. Their rev iew reasoned that clients 

could recall fin ish doodle pictures as precisely as alphanumeric 

passwords. The client concentrates additionally demonstrated 

that individuals are less inclined to review the request in which  

they drew a DAS secret word. Be that as it may, since the 

client study was done utilizing a paper model rather than PC 

programs, with confirmations done by a human instead of PC, 

the precision of this review is as yet unverifiable.  
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Nali and Thorpe [29] directed further investigation of the 

"Draw-A-Secret  (DAS)" plot [24]. In their review, clients were 

made a request to draw a DAS secret word on paper keep ing in  

mind the end goal to figure out whether there are unsurprising 

attributes in the graphical passwords that individuals pick. The 

review did  not discover any consistency in the begin and end 

focuses for DAS secret key strokes, yet found that specific 

symmetries (e.g. crosses and rectangles), letters, and numbers 

were normal. This review demonstrated that clients pick 

graphical passwords with unsurprising attributes, especially  

those proposed as "noteworthy". On the off chance that this 

review is demonstrative of the populace, the likelihood in 

which some of these qualities happen would diminish the 

entropy of the DAS secret word space. Be that as it may, this 

client concentrate just requested that the clients draw a v ital 

secret key, yet did not do any review test on regardless of 

whether the passwords were truly noteworthy. Syukri, et al. 

[30] proposes a framework where authentication is directed by 

having the client drawing their mark utilizing a mouse (figure 

8). Their system included two phases, enrolment and check. 

Amid the enrollment organize: the client will first be made a 

request to draw their mark with a mouse, and afterward  the 

framework will separate the mark zone and either grow or 

downsize the mark, and pivots if necessary, (otherwise called  

normalizing). The data will later be spared into the database. 

The confirmation organizes  first takes the client input, and 

does the standardization  once more, and after that concentrates 

the parameters of the mark. From that point onward, the 

framework conducts check utilizing geometric normal means 

and a dynamic refresh of the database. As indicated by the 

paper the rate of effective confirmation was fulfilling. The 

greatest favorable position of this approach is that there is no 

compelling reason to remember one's mark and marks are 

difficult to fake. Be that as it may, not everyone knows about 

utilizing a mouse as a composition gadget; the mark can in  this 

way be difficult to draw. One conceivable answer for this issue 

is utilize a pen-like informat ion gadget, yet such gadgets are 

not generally utilized, and adding new equipment to the 

present framework can be costly. We accept such a method is 

more valuable for little  gadgets, for e xample, a  PDA, which  

may as of now have a stylus. Blonder [31] composed a 

graphical watchword plot in which a secret word is made by 

having the client tap on a few areas on a picture. Amid  

authentication, the client must tap on the rough zones of those 

areas. The picture can help clients to review their passwords 

and along these lines this technique is viewed as more 

advantageous than unassisted review (as with a content based 

secret key). Passlogix [32] has built up a graphical secret key  

framework in view of this thought. In their execution (figure 9),  

clients must tap on different things in the picture in the right 

grouping so as to be confirmed. Undetectable limits are 

characterized  for everything so as to recognize whether a th ing 

is clicked  by mouse. A comparable system has been created by 

sfr [33]. It was accounted for that Microsoft had additionally  

built up a comparative graphical secret word system where 

clients are required  to tap on pre-chosen regions of a picture in  

an assigned succession [34]. However, subtle elements of this 

system have not been accessible. The "PassPoint" framework 

by Wiedenbeck, et al. [35-37] expanded Blonder's thought by 

dispensing with the predefined limits and permitting self-

assertive pictures to be utilized. Subsequently, a client can tap 

on wherever on a picture (rather than some pre-characterized  

ranges) to make a watchword. Resilience around each picked 

pixel is ascertained. To be validated, the client must snap 

inside the resilience of their picked p ixels and fu rthermore in  

the right grouping. This procedure depends on the 

discretizat ion strategy proposed by Birget, et al. [38]. Since 

any photo can be utilized and on the grounds that a photo may 

contain hundreds to thousands of vital focuses, the conceivable 

secret key space is very extensive. Wiedenbeck, et al. led a 

client ponder [37], in which one gathering of members were 

made a request to utilize alphanumerical secret key, while the 

other gathering was made a request to utilize the graphical 

watchword. The outcome demonstrated that graphical secret 

key took less endeavors for the client than alphanumerical 

passwords. Nonetheless, graphical secret word clients had 

more challenges taking in the watchword, and set aside more 

opportunity to enter their passwords than the alphanumerical 

clients. Later Wiedenbeck, et  al. [36] addit ionally  led  a client 

study to assess the impact of resistance of clicking amid the re-

confirming stage, and the impact of p icture decision in the 

framework. The outcome demonstrated that memory  e xactness 

for the graphical secret word was emphatically  decreased by 

utilizing a little resistance for the client clicked focuses, yet the 

selections of pictures did not have a critical effect. The 

outcome demonstrated that the framework works for a huge 

assortment of pictures. Passlogix [32] has likewise built up a 

few graphical secret word methods in light of rehashing an 

arrangement of activit ies. For instance, its v-Go incorporates a 

graphical secret word plot where clients can stir up a virtual 

mixed drink and utilize the mix of fixings as a watchword. 

Other watchword choices incorporate picking a hand at cards 

or assembling a "feast" in the v irtual kitchen. Nonetheless, this 

method just gives a constrained secret word space and there is 

no simple approach to keep individuals from p icking poor 

passwords (for instance, a full house in cards). Adrian Perrig  

was accounted for to chip away at a framework (called Map 

Authentication) that depended on exploring through a virtual 

world  [34]. In this framework, c lients can construct their own 

virtual world. The authentication is completed by having 

clients explore to a site that is haphazardly picked each time 

they sign on. Be that as it may, the subtle elements of this 

framework are not accessible. 

 

IV. ATTACKS  ON PASSWORD 

 

Next to no exp loration has been done to concentrate the trouble 

of splitting graphical passwords. Since graphical passwords are 

not broadly utilized as a part of p ractice, there is no write about 

genuine instances of breaking graphical passwords. Here we 

quickly  exam a port ion of the conceivable procedures for 

breaking graphical passwords and attempt to do a correlation 

with content based passwords.  

 
A. Brute force search  

The primary protection against animal drive inquiry is to have 

an adequately extensive secret word  space. Content based 

passwords have a secret key space of 94^N, where N is the 

length of the watchword, 94 is the quantity of printable 

characters barring SPACE. Some graphical watchword  

procedures have been appeared to give a secret key space like 

or bigger than that of content based passwords. 

Acknowledgment based graphical passwords have a tendency 

to have littler secret word spaces than the review based 

strategies. It is harder to complete an animal drive assault 

against graphical passwords than content based passwords. The 

assault programs need to naturally create precise mouse 

movement to copy human info, which is especially  

troublesome for review based graphical passwords. Generally  

speaking, we trust a graphical secret word is less powerless 

against beast drive assaults than a content based watchword.  
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B. Dictionary attacks  

Since acknowledgment based graphical passwords include 

mouse contribution rather than console input, it will be 

unreasonable to do word  reference assaults against this kind of 

graphical passwords. For some review based graphical 

passwords, it is conceivable to utilize a word reference assault 

yet a mechanized lexicon assault will be a great deal more 

intricate than content based lexicon assault. More research is 

required around there. By and large, we accept graphical 

passwords are less helpless against lexicon assaults than 

content based passwords.  
 

C. Guessing  

Lamentably, it appears that graphical passwords are frequently 

unsurprising, a difficult issue regularly connected with content 

based passwords. For instance, considers on the Passfaces 

procedure have demonstrated that individuals regularly pick 

powerless and unsurprising graphical passwords. Nali and 

Thorpe's review uncovered comparative consistency among the 

graphical passwords made with the DAS method. More 

research endeavors are expected to comprehend the way of 

graphical passwords made by true clients.  
 

D. Spyware  

Aside from a couple of exempt ions, key logging or key  

listening spyware can't be utilized to break graphical 

passwords. It is uncertain whether "mouse following" spyware 

will be a successful device against graphical passwords. Be 

that as it may, mouse movement alone is insufficient to break 

graphical passwords. Such data must be corresponded with 

application data, for example, window position and size, and 

additionally timing data.  
 

E. Shoulder Surfing  

Like content based passwords, the vast majority of the 

graphical passwords are defenseless against shoulder surfing. 

Now, just a couple acknowledgment based methods are 

intended to oppose bear surfing. None of the rev iew based 

systems are considered ought to surfing safe.  
 

F. Social Building  

Contrasting with content based secret key, it is less 

advantageous for a client to give away graphical passwords to 

someone else. For instance, it is exceptionally hard to give 

away graphical passwords via telephone. Setting up a phishing 

site to acquire graphical passwords would be additional tedious. 

By and large, we trust it is more hard to break graphical 

passwords utilizing the conventional assault techniques like 

beast drive look, lexicon assault, and spyware. There is a 

requirement for additional inside and out research that 

examines conceivable assault strategies against graphical 

passwords. 
 

V. CONCLUS IONS  
 

The past decade has seen a growing interest in using graphical 

passwords as an alternative to the tradit ional text -based 

passwords. In this paper, we have conducted a comprehensive 

survey of existing graphical password techniques. The current 

graphical password techniques can be classified into two  

categories: recognition-based and recall-based techniques. 

Although the main argument for graphical passwords is that 

people are better at  memorizing graphical passwords than text-

based passwords, the existing user studies are very limited and 

there is not yet convincing evidence to support this argument. 

Our preliminary analysis suggests that it is more difficult  to 

break graphical passwords using the traditional attack methods 

such as brute force search, dictionary attack, or spyware. 

However, since there is not yet wide deployment of graphical 

password systems, the vulnerabilities of graphical passwords 

are still not fully understood. Overall, the current graphical 

password techniques are still immature. Much more research 

and user studies are needed for graphical password techniques 

to achieve higher levels of maturity and usefulness. 
 

VI. REFERENCES  
 

[1] A. S. Patrick, A. C. Long, and S. Flinn, "HCI and 

Security Systems," presented at CHI, Extended Abstracts 

(Workshops). Ft. Lauderdale, Florida, USA., 2003.  

 

[2] A. Adams and M. A. Sasse, "Users are not the enemy: 

why users compromise computer security mechanisms  and 

how to take remedial measures," Communicat ions of the ACM,  

vol. 42, pp. 41-46, 1999.  

 

[3] K. Gilhooly, "Biometrics: Getting Back to Business," in 

Computerworld, May 09, 2005. 

 

[4] R. Dhamija and A. Perrig, "Deja Vu: A User Study Using 

Images for Authentication," in Proceedings of 9th USENIX 

Security Symposium, 2000. 

 

[5] M. Kotadia, "Microsoft: Write down your passwords," in 

ZDNet Australia, May 23, 2005. 

 

[6] A. Gilbert, "Phishing attacks take a new twist," in CNET 

News.com, May 04, 2005. 

 

[7] A. Jain, L. Hong, and S. Pankanti, " Biometric 

identification," Communications of the ACM, vol. 33, pp. 168-

176, 2000. 

 

[8] R. N. Shepard, "Recognition memory for words, 

sentences, and pictures," Journal of Verbal Learn ing and 

Verbal Behavior, vol. 6, pp. 156-163, 1967. 

 

[9] A. Perrig and D. Song, "Hash Visualization : A New 

Technique to Improve Real-World Security," in Proceedings of 

the 1999 International Workshop on Cryptographic Techniques 

and E-Commerce, 1999. 

 

[10] S. Akula and V. Devisetty, "Image Based Registration 

and Authentication System," in Proceedings of Midwest 

Instruction and Computing Symposium, 2004.  

 

[11] D. Weinshall and S. Kirkpatrick, "Passwords You’ll 

Never Forget, but Can’t  Recall," in Proceedings of Conference 

on Human Factors in Computing Systems (CHI). Vienna, 

Austria: ACM, 2004, pp. 1399-1402. 

 

[12] L. Sobrado and J.-C. Birget, "Graphical passwords," The 

Rutgers Scholar, An Electronic Bullet in for Undergraduate 

Research, vol. 4, 2002. 

 

[13] D. Hong, S. Man, B. Hawes, and M. Mathews, "A 

password scheme strongly resistant to spyware," in  

Proceedings of International conference on security and 

management. Las Vergas, NV, 2004.  

 

[14] S. Man, D. Hong, and M. Mathews, "A shoulder surfing 

resistant graphical password scheme," in  Proceedings of 



International Journal of Engineering Science  and Computing, March 2017         5062                                                                http://ijesc.org/ 

International conference on security and management. Las 

Vegas, NV, 2003. 

 

[15] RealUser, "www.realuser.com," last accessed in June 

2005. 

 

[16] T. Valentine, "An evaluation of the Passface personal 

authentication system," Technical Report, Goldsmiths College, 

University of London 1998. 

 

[17] T. Valentine, "Memory  for Passfaces after a Long 

Delay," Technical Report, Goldsmiths College, University of 

London 1999. 

 

[18] S. Brostoff and M. A. Sasse, "Are Passfaces more usable 

than passwords: a field trial investigation," in People and 

Computers XIV - Usability or Else: Proceedings of HCI. 

Sunderland, UK: Springer-Verlag, 2000. 

 

[19] D. Davis, F. Monrose, and M. K. Reiter, "On user choice 

in graphical password schemes," in Proceedings of the 13th 

Usenix Security Symposium. San Diego, CA, 2004.  

 

[20] W. Jansen, "Authenticating Mobile Device Users 

Through Image Selection," in Data Security, 2004.  

 

[21] W. Jansen, S. Gavrila, V. Koro lev, R. Ayers, and R. 

Swanstrom, "Picture Password: A Visual Login Technique for 

Mobile Devices," Nat ional Institute of Standards and 

Technology Interagency Report NISTIR 7030, 2003. 

 

[22] W. A. Jansen, "Authenticating Users on Handheld 

Devices," in  Proceedings of Canadian  Information Technology 

Security Symposium, 2003. 

 

[23] T. Takada and H. Koike, "Awase-E: Image-based 

Authentication for Mobile Phones using User’s Favorite 

Images," in Human-Computer Interaction with Mobile Devices 

and Services, vol. 2795 / 2003: Springer-Verlag GmbH, 2003, 

pp. pp. 347 - 351. 

 

[24] I. Jermyn, A. Mayer, F. Monrose, M. K. Reiter, and A. D. 

Rubin, "The Design and Analysis of Graphical Passwords," in 

Proceedings of the 8th USENIX Security Symposium, 1999.  

 

J. Thorpe and P. C. v. Oorschot, "Graphical Dictionaries and 

the Memorable Space of Graphical Passwords," in Proceedings 

of the 13th USENIX Security Symposium. San Deigo, USA: 

USENIX, 2004. 

 

J. Goldberg, J. Hagman, and V. Sazawal, "Doodling Our Way 

to Better Authentication," presented at Proceedings of Human 

Factors in Computing Systems (CHI), Minneapolis, Minnesota, 

USA., 2002. 

 

[25] J. Thorpe and P. C. v. Oorschot, "Towards Secure Design 

Choices for Implementing Graphical Passwords," in 20th 

Annual Computer Security Applications Conference (ACSAC).  

Tucson, USA.: IEEE, 2004. 

 

[26] D. Nali and  J. Thorpe, "Analyzing User Choice in  

Graphical Passwords," Technical Report, School of 

Information Technology and Engineering, University of 

Ottawa, Canada May 27 2004. 

 

[27] A. F. Syukri, E. Okamoto, and M. Mambo, "A User 

Identificat ion System Using Signature Written with Mouse," in 

Third Australasian Conference on In formation Security and 

Privacy (ACISP): Springer- Verlag Lecture Notes in  Computer 

Science (1438), 1998, pp. 403-441. 

 

[28] G. E. Blonder, " Graphical passwords," in Lucent 

Technologies, Inc., Murray Hill, NJ, U. S. Patent, Ed. United 

States, 1996. 

 

[29] Passlogix, "www.passlogix.com," last accessed in June 

2005. 

 

[30] sfr, "www.v iskey.com/tech.html," last accessed in June 

2005. 

 

[31] L. D. Paulson, "Taking a Graphical Approach to the 

Password," Computer, vol. 35, pp. 19, 2002. 

 

[32] S. Wiedenbeck, J. Waters, J. C. Birget, A. Brodskiy, and 

N. Memon, "Authentication using graphical passwords: Basic 

results," in Human-Computer Interaction International (HCII 

2005). Las Vegas, NV, 2005. 

 

[33] S. Wiedenbeck, J. Waters, J. C. Birget, A. Brodskiy, and 

N. Memon, "Authentication using graphical passwords: Effects 

of tolerance and image choice," in Symposium on Usable 

Privacy and Security (SOUPS). Carnegie-Mellon University, 

Pittsburgh, 2005. 

 

[34] S. Wiedenbeck, J. Waters, J. C. Birget, A. Brodskiy, and 

N. Memon, "PassPoints: Design and longitudinal evaluation of 

a graphical password system," International Journal of Human 

Computer Studies, to appear. 

 

[35] J.-C. Birget, D. Hong, and N. Memon, "Robust 

discretizat ion, with an application to graphical passwords," 

Cryptology ePrint archive 2003. 


